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Slovenia Pilot

Overall Pilot Needs and Objectives

Pilot Information
ELEKTRO LJUBLJANA (DSO) - site provider, demonstrator, evaluator of § Elektro Ljubljana

tools 4\ Elektro Ljubljana

EL OVE- site provider, demonstrator, evaluator of tools S

ELPROS - technology (tools) provider(PRECOG, IRIS) EIDPi"S
ETRA- coordinator and technology provider(EMMA)  @LfQ |+ )

GUARD- technology provider(PRECOG) . —
guardtime =

i

Improvement of network operation security based on metering data

Use of flexibility market to avoid emergency actions and network
restoration

Set up support for flexibility use in resilience purposes and coordination
with TSO

DSO - TSO congestion and power quality coordination
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Pilot assets

e 20 MV/LV transformer stations,
* Conected grid users (generators, prosumers)

* RES Generation
. HPP Zagradec Pr 420 kW
. PV Ivanéna Gorica Pr30 kW
« PV Sti¢na Pr192,2 kW
« PV Smihel Pr 30 kW

Slovenia Pilot




Slovenia Pilot

Improvements & Benefits

» Weakness to solve

« Lack of automation of RES connected to LV grid m
« No secure link between SCADA and metering centre (LV measurements of smart meters) m

* Lack of information exchange between TSO and DSO in case of restrictions in DSO grid

« Potential modification of TLS messages m




Slovenia Pilot

UC10- Improving of LV network observability based on
billing metering system

Voltage at LV optimal service
location for state estimator

. ) — ml_ o
1min (push) =
measurements b

Main meter

Every minute smart meters publish measurements

Message (HEX):
00-01-00-01-00-01-04-C8-C4-02-4A-00-00-00-00-01-00-82-04-BC-01-00-01-82-0A-4C-
02-08-09-0C-07-E8-05-06-01-01-1E-00-00-FF-88-80-11-08-12-09-32-12-09-08-12-09-3E-
12-00-96-12-00-85-12-00-05-02-08-00-11-08-12-09-27-12-09-08-12-09-3E-12-00-B9-12-
00-B8-12-00-04-02-08-00-11-08-12-09-1C-12-08-F7-12-09-46-12-00-8E-06-00-00-03-01




Slovenia Pilot

UC10- Improving o

v <ns2:CreateMeterReadings xmlns="http://iec.ch/TC57/2@11/schema/message”
¥mlns:ns http://iec.ch/TC57/2811/MeterReadingsMessage”
¥mlns:ns3="http://iec.ch/TC57/2011/MeterReadings#">
v<ns2:Header>

f LV network observability

<Verbrcreated</Verb>
<NounzMeterReadings</Nouns
<Timestamp>2024-85-16T18:27:05Z</Timestamp>
<Sourcernunt/ISK998876@1/1m/all/Sources
<MessageID>2824-085-16 18:27:85Z -1188981291< /MessageID>
</ns2:Header>
v<ns2:Payload>
v <ns3:MeterReadings>
v<ns3:MeterReading>
v<ns3:IntervalBlocks>
v<nzs3:IntervalReadings»
<ns3:timeStamp>2024-85-16T18: 27 :807</ns3: timeStamp>
<ns3:valuer233.4¢/ns3:value>
v <ns3:ReadingQualities»
<ns3:ReadingQualityType ref="1.1.7"/>
</ns3:ReadingQualities>

a

A

- D

Flexibility

management Master bus of

1min (push)

Voltage at LV optimal service
location for state estimator

Topic

system- FMS dynamic data

(UniFusion)

4 \ Yy

</ns3:IntervalReadings>
<ns3:ReadingType ref="0.8.3.4.20.2.158.0.8.0.9.9.9.0.128.8.29.68"/>
</ns3:IntervalBlocks>
v<ns3:IntervalBlocks>
v<nzs3:IntervalReadings»
<ns3:timeStamp>2024-85-16T18: 27 :807</ns3: timeStamp>
<ns3:valuer233.5¢/ns3:value>
v <ns3:ReadingQualities»
<ns3:ReadingQualityType ref="1.1.7"/>
</ns3:ReadingQualities>
</ns3:IntervalReadings>
<ns3:ReadingType ref="0.8.3.4.20.2.158.0.8.9.9.0.9.0.54.9.29.4"/>
</ns3:IntervalBlocks>
v<ns3:IntervalBlocks>
v<nzs3:IntervalReadings»
<ns3:timeStamp»2024-85-16T18: 27 :88Z</ns3: timeStamp>
<ns3:valuer233.4¢/ns3:value>
v <ns3:ReadingQualities»
<ns3:ReadingQualityType ref="1.1.7"/>
</ns3:ReadingQualities>
</ns3:IntervalReadings>
<ns3:ReadingType ref="9.8.3.4.20.2.158.0.8.9.9.0.9.0.32.9.29.4"/>
</ns3:IntervalBlocks>
v<ns3:IntervalBlocks>
v<nzs3:IntervalReadings»
<ns3:timeStamp>2024-85-16T18: 27 :807</ns3: timeStamp>
<ns3:valuer@.9</ns3:value>
v <ns3:ReadingQualities»
<ns3:ReadingQualityType ref="1.1.7"/>
</ns3:ReadingQualities>
</ns3:IntervalReadings>
<ns3:ReadingType ref="0.8.3.4.20.2.4.0.02.8.0.9.9.9.128.8.5.8"/>
</ns3:IntervalBlocks>
v<ns3:IntervalBlocks>
v<nzs3:IntervalReadings»
<ns3:timeStamp>2024-85-16T18: 27 :807</ns3: timeStamp>
<ns3:valuerB</ns3:value>
v <ns3:ReadingQualitiess

measurements __com

noimm =

Main meter

Master bus of dynamic data edits measurements data on xml structure
and publishes on topic that flexibility is subscribed

<ns3:ReadingQualityType ref="1.1.7"/>
</ns3:ReadingQualities>
</ns3:IntervalReadings>
<ns3:ReadingType ref="0.9.3.4.20.2.4.0.0.8.9.0.9.0.54.8.5.8"/>
</ns3:IntervalBlocks>
v<ns3:IntervalBlocks>




UC10- Improving of LV network observability
UniFusion sends Tmin measurements to DS0O‘s ADMS/SCADA

Voltage at LV optimal service
/ ADMS \ — / \ location for state estimator

State estimator for Flexibility
. . . . L ] L]
LV service locations 1min management .34_ Master bus of < 1min (push) "™
measurements, system—FMS | © dynamic data measurements e I
( U n i F u S i O n ) LT : :
K ] Ul Application E;Im
Tased [Tasel]
Clients & Client.PollRecords :E Client.ltems Client.DataSets 5| Client.Transfersets & Server.PollRecords
Pregled telemetrije @ x —
; o F S E! ] 4 3 /24 W [Prikaz 61 - 90 od 693] [ & ] @ | ?( | s |
~ Filter [Enota za daljinsko vodenje Vsebuje "flexi’ | Source ID Value Validation  Timestamp
Enota za daljinsko vodenje ~ | Vsebuje - | flexi + - IvE Sie = EC3975142_168290808099_cos_fi EnergyMeter/Devices/3-177320/Items/cos_fi 0,974 Maormal  2024-04-26 12:46:00,000
Ime F— Obratova SIS Kakovos I E— EC3975142_ 168290808099 I stat EnergyMeter/Devices/3-177320/Items/I_stat 0 MWormal  2024-04-26 12:46:04,000
ECAD19151 168290808117 U1V 22840V 13.05. 2024 12:34:00 Dobro 22840V EC3975142_16829080809%_0_stat  EnergyMeter/Devices/3-177320/Items/0_stat 0 MWormal — 2024-04-26 12:46:04,000
58290807622_13_A 0,69 A 13. 05. 2024 12:34:00 Dobro 0,69 A EC3975142_168290808099_0dk_stat EnergyMeter/Devices/3-177320/ItemsfOdk_st: 0 Normal — 2024-04-26 12:46:04,000
EC4030053_168290807622_P_kW 0,12 kW 13. 05. 2024 12:34:00 Dobro 0,12 kW EC3975142_168290808099_P_ kW EnergyMeter/Devices(3-177320(Items/P_kW 240 Wormal  2024-04-26 12:46:00,000
EC4 68290807598 U3 V 237,10V 13.05. 2024 12:34:00 Dobro 237,10V EC3975142_168290808099_Q_kVAr EnergyMeter/Devices/3-177320/Ttems/Q_kvAr -60  Mormal 2024-04-26 12:46:00,000
EC4033765_168290807598 11_A 0.62 A 13. 05. 2024 12:34:00 Dobro 0.62 A EC4099238_168290807630_U1_V EnergyMeter/Devices/3-249049/Items/U1_V 2434  Normal  2024-04-26 12:47:00,000
RSN 222 SRl R B C EC4099238_168290807630_UZ W EnergyMeter/Devices/3-249048/Items/U2_W 2357  Normal  2024-04-26 12:47:00,000
90807598 _I13_A 185 A 13. 05. 2024 12:34:00 Dobro 185 A =
ECA033765 163290807598, cos. 074 1305, 2004 123400 Dot 074 EC4099238_168290807630_U3_V EnergyMeter/Devices/3-249048/Ttems/U3_V 238,1  Normal 2024-04-26 12:47:00,000
65, 168290807598, P W 102 W 13,05, 2024 123400 Dabro T EC4099235_168290807630_I1_A EnergyMeter/Devices/3-249049/Items/I1_A 045  Normal  2024-04-26 12:47:00,000
O12KVAr  13.05.2024 123400 - 012 KVAr EC4099238_168290807630_I2_A EnergyMeter/Devices/3-249049/Items/12_A 1,81 Normal 2024-04-26 12:47:00,000
90807598 Q_kVAr -042 KWAr - 13.05.20241 Dobro -0,42 kVAr EC4099233_168290807630_I3_A EnergyMeter/Devices/3-249049/Ttems/I3_A 0,59 Mormal  2024-04-26 12:47:00,000
90807622_U2_V 236,10V 13.05. 2024 1 Dabro 236,10V EC4093238_168290807630_cos_fi EnergyMeter/Devices/3-243049/Items/cos_fi 0,633 MWormal  2024-04-26 12:47:00,000
ECA40300533_168290807622 U3 .V 23740V 13. 05. 2024 12:34:00 Dobro 23740V EC4099238_168290807630_I_stat  EnergyMeter/Devices/3-249049/Items/]_stat 0 Normal  2024-04-26 12:47:03,000
FC4030053 168290807622 114 B 13. 05, 2024123400 BT EER EC4099238_168290807630_0_stat  EnergyMeter/Devices/3-249049/Ttems/0_stat 0  Mormal 2024-04-26 12:47:03,000
E‘\:ng:}::;2‘:35;’76;'5; g::;c’:p : ﬁ: ;gj : 00 E:ZEZ g:;ifap EC4095238_168280807630_0Odk_stat EnergyMeter/Devices/3-249049/Ttems,/0dk_st: 0 Normal 2024-04-26 12:47:03,000
e R 13,05, 2024 123400 Debro - EC4099238_168290807630_P_kW EnergyMeter/Devices/3-249049/Items/P_kW 420 Normal  2024-04-26 12:47:00,000
EC4030053_168290807622 U1V 23670V 5. 5. ZiR0 2 EA9D Tatr 23670V EC4099238_168290807630_0Q_kVAr  EnergyMeter/Devices/3-249044/Ttems/Q_kVAr 420 Normal 2024-04-26 12:47:00,000
ES4149853 168287698386 P kW -6,66 KW 12, 05. 2024 12:34:00 Dobro -6,66 kW EC4065458_168290806330_U1_V EnergyMeter/Devices/3-106179/Ttems /U1_V 228 Mormal  2024-04-26 12:47:00,000
ES4254513_168287698523_11_A 579 A 13.05. 2024 1 Dobro 579 A EC4065455_168290806330_U2_V EnergyMeter/Devices/3-106179/Ttems/U2_V 230,2  Normal 2024-04-26 12:47:00,000

ES4254513_168287698523 U1V 24390V 13.05. 2024 12:34:00 Dobro 24390V EC4065458_168290806330_U3_\V EnergyMeter/Devicesf3-106179/tems/U3_V 226,8 MNormal — 2024-04-26 12:47:00,000



UC10 Benifit: Observability of LV increases, because of Imin
measurements from smart meters

B Colour coded observability as a function of state estimation in ADMS #&
N ] yrak ? ., - dl". ,'.'.“‘V". : e . gy . 3

4 ¥
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ADMS/SCADA returns Load float calculation results (limit violations)

UC10+UC7:DS0O - Enhancement In

© ADMS D - i >

State estimator for  q—2mN Flexibility

LV service locations | Measurements; 0 nasement
Tias » system—FMS

‘ LF Results (UniFusion)

Limit violation

Topic

& Results 1

[T SeLecT timestamp], 1D, na
Benifit:
« Set up support for flexibility use in resilience purposes and

coordination with TSO

 DSO - TSO congestion and power quality coordination
Limit violation =2 or 1 -> overload

Limit violation = 0 -> no problem on grid
Limit violation = -1 -> increased voltage
Limit violation = -2 -> overvoltage

14| 2023-12-14 06:15:44.653 1245 EC4011657  2023-12-14 06:10:52.586  -2147483648 2147

DER control

v<ns2:CreatedMeterReadings xmlns="http://iec.ch/TC57/2811/schema/message"
¥mlns:ns2="http://iec.ch/TC57/2811/MeterReadingsMassage”
xmlns:ns3="http://iec.ch/TC57/2811/MeterReadings#" >
v <ns2:Header>
<Verbrcreated</Verb:
<Moun>MeterReadings</Noun>
<SourcexLimitviolations</Source:»
<MessagelD>»863d8cEb-88F5-48e2-092c8-cB39585826b2b</Messagell>
</ns2:Header>
v <ns2:Payload>
v<ns3:MeterReadings>»
v<ns3:MeterReading>
v<ns3:IntervalBlocks>
v<ns3:IntervalReadings>
<ns3:timeStamp>2824-83-26T16:88:86.593Z</ns3 :timeStamp>
<ns3:value>-1</ns3:value>
</ns3:IntervalReadings»
<ns3:ReadingType ref="2.8.2.12.€.8.56.8.6.0.9.8.6.6.2.8.8.2" />
</ns3:IntervalBlocks>
v<ns3:UsagePoint»
v <ns3:Mames>
<ns3:name>2823791</ns3:name>
v<ns3:NameType>
<ns3:name>lvfeeder</ns3:name>
</ns3:NameType>»
</ns3:Namas>
v <ns3:Mames>
<ns3:name>2881682</ns3nams>
v<ns3:NameTypa>
<ns3:name>TP</ns3 :name>
</ns3:NameType>
</ns3:Names>
</ns3:UsagePoint>
</ns3:MeterReading>




Slovenia Pilot

UC10+UC7:DS0O - Enhancement in DER control

Voltage at LV optimal service
@& ADMS Y - Flexibility N o Y location for state estimator
State estimator for  q——"11 . A
LV service locations | Measurements  Management 2 «————  Masterbusof | 1min (push) =
SVS'-Cem-— FMS o dynamic data measurements Ol
LF Results (UanUS|0n) i = =
A _ Limit violations . 4 A 4 Main meter
T l MQTT activation message
Benifit: Message queuing system One Hydropower plant
« Use of flexibility - : i - and three PVs
market to avoid Unified entry point .
emergency actions and Kafka broker o " |
network restoration - :
MQTT
reply » o RES Restriction
messsage © Aggregator signal




UC10+UC11:DS0O - TSO congestion and power quality

coordination in application of system services o
Voltage at LV optimal service
/ ADMS \ / g / \ location for state estimator

State estimator for  q—2mN Flexibility

LV service locations | Measurements; 0 nasement
%5 » system - FMS

LF Results (UniFusion)

/ Limit vioIations\ - \ j Main meter

l MQTT restirctions on DSO grid

— Master bus of < 1min (push) -,,_ Em
dynamic data measurements e .

Topic

o a h Message in case of overloaded grid
Besed On lelt Message queUIng SyStem v<ns2:TrafficLightProfile xmlns:ns2="http://iec.ch/TC57/2021/C
ViOlation MQTT \ . 4 <createdDateTime>2823-02-12T13:45:80.908+81:08< /createdDats
I . . ¥<Organisation:
restriction messages [ | Unified entry point <mRID codingScheme="A@1">28XS0D0------ LI5</mRID>
Kafka broker of the national </Organisation>
are send to TSO and . _ datahub v <Energysources>
v sagerFoln >
all aggregators <MRID>3-349398</mRID>
gg g > TSO </UsagePoint>
Topic ¥ <OperationalLimitSet:

v <TrafficLightSystemLimit:>
- - ¥
. Aggr ri <decreasertrue</decreaser
Topic gg egato <increaserfalse</increass>
</TrafficlightSystemLimit:

. </OperationallimitSets
Aggregator 2 </EnergySources:

¥ {EnergySources>

12
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ELEK establish new server for UC Energy data tokenization

UC38- DSO grid balancing data tokenization

@ ADMS N

State estimator for

LV service locations
. >

Q) LF Results

/Limit violations

a

Imin
measurements

Flexibility

€

N

management
system — FMS
(UniFusion)

l

MQTT
msg.

Tokenization e
tool

.
.

------

- D

Master bus of
dynamic data

Voltage at LV optimal service

A 4

Tokenised
messages

> [fopic | TSO

> Aggregator 1

> Aggregator 2

location for state estimator
< 1min (push) =
measurements _ comzn .
Main meter

13




Potential questions o participants

. What happens if ADMs is not getting smart meter readings for improving observability?
. What happens if DER is not limiting their consumption/generation if communication is lost?
. What happens if aggregators are ignoring restrictions on distribution ‘red light'?

. Have you experienced any damage to the system or network infrastructure due to cyber or physical theft
attacks?




~ R2D2

3 @R2D2EU

THANK YOU! -

/ Connect with us:

www.r2d2project.eu

[ @R2D2project ) @R2D2EU


http://www.r2d2project.eu/
https://twitter.com/R2D2EU
https://www.linkedin.com/company/r2d2-eu
https://www.youtube.com/@r2d2EU

	Default Section
	Diapositiva 1
	Diapositiva 2
	Diapositiva 3
	Diapositiva 4
	Diapositiva 5
	Diapositiva 6
	Diapositiva 7
	Diapositiva 8
	Diapositiva 9
	Diapositiva 10
	Diapositiva 11
	Diapositiva 12
	Diapositiva 13

	WP Conclusions
	Diapositiva 14
	Diapositiva 15


